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“As a business owner, you don’t have 
time to waste on technical and opera-
tional issues. That’s where we shine! 
Call us and put an end to your IT 

problems finally and forever!”
<continued page 2>

How do you celebrate?
     There are a ton of  options for 
celebrating St. Patrick’s Day including 
dyeing a river green, attending a 
parade, having a pint of  Guinness or 
making your favorite “traditional” 
corned beef  and cabbage meal.  An 
internet search for corned beef  and 
cabbage recipes brings up 425,000 
options to make a delicious meal! 
     There is obviously not one “right” 
way to make this time-honored dish, 
you can pick the version that you 
think sounds best to your tastes. 
     Similarly, the same technology 
solution will not be well-suited for 
every business.  There are limitless 
combinations and numerous factors to 
consider when creating a customized 
IT solution.
     When working with current and 
prospective clients, we take the time to 
listen and learn about how your 
business works and what is most 
important to you.  Together we will 
find that perfect recipe for how tech-
nology works for your business.   

Breakdown Of An Almost-Disastrous, 
Highly Targeted Email Phishing Attack

  It’s most common to hear stories about 
businesses falling victim to a cyberattack 
and the devastating aftermath involved. 
This is a different type of  story. It’s a 
detailed account of  how a proactive 
cybersecurity solution, email SPAM 
filtering, saved the day for one of  our 
clients targeted by an email phishing 
attack. Here’s the details of  how it all 
worked. 

Hacked email at a vendor: A hacker 
breached the email account of  one 
employee at a vendor of  our client (our 
client’s email was not breached).  We’ll 
refer to this vendor employee as 
Employee A. The hacker read through 
many different emails in Employee A’s 
account and determined which contacts 
would be most valuable to target. 

Hacker studied emails looking for his 
victims: Then, the hacker took time to 
carefully craft emails to Employee A’s 
key contacts that would be the most 

lucrative. This list included one of  our 
client’s employees, we’ll refer to this 
person as Employee B. It’s important to 
realize that Employee A and Employee 
B have a long-standing history of  
working together and corresponding 
mostly by email about important 
matters regarding finances and employ-
ee data. 

Hacker carefully writes a phishing email: 
With a simple search of  the compro-
mised vendor email account for 
Employee A, the hacker knows the 
language and topics commonly emailed 
between vendor Employee A and our 
client Employee B. Since the hacker has 
access to the complete email history 
between these two individuals, writing a 
convincing email is very easy.  The only 
real difference between a legitimate 
email and the hacker’s version is one 
link. The hacker replaces a single link 
within the email from 
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colleague, a bank or an online retailer. They 
try to trick recipients into clicking a link or 
opening a file (which you should NEVER do 
if you are not 100% sure about the source). 
But there are easy ways to identify scam e-
mails: 

1.They’re impersonal. They may be addressed to “customer,” 
“to whom it may concern” or “my friend.” But be careful – 
sometimes they are addressed properly and use your name. 

2. They’re full of spelling and grammar errors. Not every phishing 
e-mail will have these errors, but it’s good to read e-mails word for 
word rather than just glancing over them. Unusual errors often 
mean a scam is lurking. 

3. The “from” e-mail address is unfamiliar. This is one of the 
easiest ways to pinpoint a scam e-mail. Look at the sender, and if 
the address is filled with numbers, letters, misspelled words or is 
weirdly long, there’s a good chance it’s from a scammer. 

The other major issue facing your business is your employees 
connecting to unsecured WiFi hot spots. It is such an easy mistake 
to make. Whether it’s a remote employee or an employee working 
during lunch at a corner café, you never know when they might 
connect to unsecured WiFi (it doesn’t help that it’s everywhere 
these days). One Spiceworks study found that upward of 61% of 
employees connect to unsecured public WiFi while working 
remotely. 

The problem is, you never know who is watching or if the public 

WiFi is really the network you intend to connect to. Hackers can 
easily set up a “fake” network to divert traffic to their hot spot to 
circulate malware and steal data. 

Another WiFi threat might be right at home. If you have 
employees who work from home, you need to make sure their 
home WiFi connection is secure. Too often, homeowners leave 
their WiFi wide-open because it’s home. They think no one’s 
going to sneak onto their WiFi or they keep it unsecure because 
it’s easier to connect a lot of devices. 

While it might be easier to connect to, it can cause huge 
problems. For one, WiFi signals can reach hundreds of feet. It’s 
easy to sit outside of an apartment or out on the street and find 
dozens of WiFi signals. If any of these signals are unsecure, a 
hacker can sit outside undisturbed and go to work accessing 
data and planting malware. 

It all comes back to this: Work with your employees to establish 
IT best practices. Educate them on threats and how to protect 
themselves and your company. Help them develop a positive IT 
security mindset at the office, at home or anywhere they work, 
whether they’re using company equipment or their own. 

Don’t know where to start? Don’t worry – one phone call and we 
can help get you started. Don’t wait. Let’s secure your business 
today. 

Continued from pg.1 

“71% of targeted  
cyber-attacks stem from 
phishing e-mails.” 

Free Cyber Security Audit Will Reveal Where Your Computer 
Network Is Exposed And How To Protect Your Company Now 

At no cost or obligation, our highly skilled team of IT pros will come to your office and conduct a 
comprehensive cyber security audit to uncover loopholes in your company’s IT security. 

After the audit is done, we’ll prepare a customized “Report Of Findings” that will reveal specific 
vulnerabilities and provide a Prioritized Action Plan for getting these security problems addressed fast. 
This report and action plan should be a real eye-opener for you, since almost all of the businesses we’ve 
done this for discover they are completely exposed to various threats in a number of areas. 

To get started and claim your free assessment now, 
call xxx-xxx-xxxx. Sign up today at: www.computer-service.com/cybersecurity-tips

Sign Up for Our FREE “Cybersecurity Tip of the Week”
And Always Stay One Step Ahead of Hackers and Cyber-Attacks!

Cyber criminals and hackers are constantly inventing NEW ways to 
infiltrate your company, steal your assets and disrupt your life. 
Start fighting cybercrime with KNOWLEDGE & ACTION!
No Catch. No Obligation.
Just week after week of  timely tips to keep you one step ahead of  hackers.

problem and we were surprised with what we found. We 
realized that the link and email sent to Employee B at our 
client’s office was a highly targeted phishing email. Then, we 
celebrated when we realized that our email SPAM filter had 
worked exactly as designed to prevent disaster! 
Hacking activities discovered: We advised Employee B that this 
was in fact a fake phishing email and that the link was mali-
cious. A short while later, Employee B received a call from the 
vendor and Employee A stating that her email account had 
been hacked. The hacker had been sending out fake phishing 
emails for at least a few hours, including the one sent to 
Employee B at my client’s office.
Here’s what could’ve happened: Luckily for our client, we do 
have a number of  other security layers in place which are 
designed to stop infections from these types of  malware.  
Normally, the combination of  these other layers is highly 
effective and likely the clients attempt to click on the 
malicious email link would have been blocked by their 
firewall, DNS filter or our advanced endpoint protection 
platform. However, cybersecurity is a cat and mouse game of  
sorts. Hackers just need to find one way to get their foot in the 
door, and if  they do, it can be game over for the hacker’s 
victim.  
  For a company which is not as well protected as our client 
was, this situation would likely have ended very badly. They 
could have been compromised with ransomware which locked 
their entire computer or company network. They could have 
banking credentials stolen which could lead to tens or 
hundreds of  thousands of  dollars being siphoned from their 
business bank accounts. If  they were in the healthcare indus-
try, they could have had patient data stolen and been subject 
to significant government fines. These are just a sampling of  
what could have happened if  a client was not using the types 
of  security measures that we recommend. If  you are not 
confident that your business or organization is secure from 
cyber thieves, contact us for a free security assessment. 

<continued from page 1>  from Employee A to Employee B 
with a malicious link.  The goal of  the hacker’s email to 
Employee B is to convince Employee B to click on the mali-
cious link, thereby infecting Employee B’s computer.
Target is tricked by phishing email:  Because the hacker has 
control of  Employee A’s email mailbox on an otherwise 
legitimate, trusted and spam-free email domain, the hackers 
email passes the initial spam filter tests for legitimacy and is 
delivered.  Employee B received the fake phishing email sent 
by the hacker, and because of  their relationship with the now 
hacked Employee A, clicked on the malicious link. Why not, 
right? There were no red flags for Employee B. Employee A is 
a trusted and known person that sends regular emails. This 
most recent email was seemingly just another typical business 
email. This is exactly what makes this type of  email so incred-
ibly dangerous!
Target clicks on link in phishing email: Employee B clicked the 
link in the email. Here’s the message Employee B saw on her 
screen after clicking the malicious link.

SPAM email filter catches malicious link, disaster avoided: 
Employee B called us because she thought there was a prob-
lem and she needed to get the information in the malicious 
email from Employee A.  We quickly looked into her 
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Shiny New Gadget 
Of The Month: 

Client Spotlight: ABC Insurance 
<<Insert story about this client and what you did for them: If you are looking for a company to take 
the headache out of your insurance needs and save you a bundle too, look no more! We were 
recently introduced to this company through a mutual client, Bob Smith of XYZ Corp. The company 
was having some problems with its network that we fixed immediately.>> Would you like your 
company highlighted here in our “Client Spotlight”? Then give us a call today at XXX-XXX-XXXX. 

Sticker — The Smallest  
Finder By Tile  

First, there was the Tile – a small, 
square device used to find just 
about anything. You attach Tile to 
the thing you don’t want to lose 
(keys, for example) and you pair 
Tile with the Tile app. Easy!  

Now, Tile has introduced Sticker, 
their “smallest finder.” It’s a mini-
version of their popular fob, and it 
can be stuck to just about anything, 
from TV remotes and portable 
electronics to tools, bikes, you name 
it – anything you don’t want to go 
missing. 

Plus, not only does Sticker stick to 
anything, but it also has a three-
year battery life, so as they say, 
“you can set it and forget it.” Once 
it’s paired with the smartphone 
app, it’s super-easy to track. And if 
you lose a “Stickered” device, 
Sticker emits a loud ring to help 
you locate your misplaced item, at a 
range of about 150 feet. Learn more 
about Sticker at TheTileApp.com/
en-us/store/tiles/sticker. 

Mark Comiso has over 25 years of experience in founding, building 
and scaling numerous companies. He’s been with start-ups and 
publicly traded companies, including digital marketing agencies, SaaS 
companies and much more. He’s renowned for helping other 
entrepreneurs grow their own businesses, and as a longtime member 
and leader within Entrepreneurs’ Organization (EO), he’s well-suited 
for the task!  

“Burnout is what happens when you try to avoid being 
human for too long.”  
–Michael Gungor 

What Is Burnout? 

Burnout is a syndrome conceptualized as resulting from 
chronic workplace stress that has not been successfully 
managed. It is characterized by: 

 Feelings of energy depletion or exhaustion 

 Increased mental distance from one’s job or feelings of 
negativism or cynicism related to one’s job 

 Reduced professional efficacy 
 

This is considered in occupational context and should not be 
applied to experiences in other areas of life. 

Ask yourself, how many times have you felt burnout in your 
career? Those who are highly engaged in their work are 
more likely to have burnout, not necessarily people who just 
“clock in and clock out.” Just because someone is productive 
does not mean they aren’t at risk. 

Why do we keep putting ourselves in stressful situations? 
Stress can be an addiction. 

 People want to make sure they are good enough and 
want to feel valuable. 

 It can give you the sense of feeling significant and 
important. 

 There’s a sense of guilt and fear of not doing enough. 
 
As long as stress is satisfying those needs, you will not get 
rid of that behavior. Start flipping how you are satisfying 
your needs in order to get rid of that behavior. 

Burnout Signals – Emotions And Feelings 

If you are feeling like this every day, you may be burnt out: 

 Physical and emotional exhaustion 

 Lack of energy 

 Feeling sad or hopeless 

 Lack of joy from things that used to bring you joy at 
work 

 Diminished connection with colleagues  

 Feeling like you are not contributing anything to your 
job 

 
What Is The Cause? 

 Heavy workloads 

 Job insecurity 

 Frustrating work routines (too many meetings, far 
too little time for  creative work) 

 Crunch on downtime that is necessary for 
restoration 

 
Burnout = High Resources + High Demands 

High Resources: 

 Supervisor support 

 Rewards and recognition 

 Self-efficacy and work 
Low Demands: 

 Low workload 

 Low cumbersome bureaucracy 

 Low to moderate demands on concentration and 
attention 

What’s Needed? 

 Employee support/high resources 

 Acknowledgment/feel good about work 

 Opportunities for recovery from stress 

 Mental and emotional well-being 
 
Reevaluate 

 Zero-base meeting calendar 

 Team up the A-players 

 Culture around “precious time” and wellness 

Going Strong Or Burning Out? 
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Client Spotlight 
Client Spotlight text article. 

Leah Tobak is a Project Manager with Petra Coach. 
With a background in public relations and marketing, 
she’s done a lot of work building relationships with 
customers and prospective customers. Outside of the 
corporate landscape, Leah is an international model and 
is known for her work in front of the camera.  

Make the value that you give your customers so high it 
doesn’t ma�er what the price is. Based on the experiences 
your brand consistently delivers, your customers should 
have no idea what your compe��on charges. You don’t 
need to raise your prices. You need to bring value and 
be�er service. This includes employee training – and be 
sure they understand how to build and keep rela�onships.  

3 Strategies To Dominate The  
Rela�onship Economy 

 Use technology to allow employees to focus on what’s 
most important: building rela�onships that result in 
higher customer loyalty. 

 Build a culture that creates emo�onal connec�ons 
with your employees. 

 Create rela�onship-building training for new and 
exis�ng employees. 

 

Things That CAN Be Trained: 

 Authen�city 

 Insa�able curiosity 

 Incredible empathy 

 Great listening skills  
 
The 1 Thing That CANNOT Be Trained: 

 The ability to love people 

Let’s focus on what can be trained and what these traits 
look like.  

Authen�city: 

 You love what you do, and it’s obvious. 

 You’re transparent – if you have bad news, don’t hold 
it back. 

 You are as commi�ed to the success of your customer 
as they are. 

 You know your clients’ top three goals  
for the year. 

 Your customer should not be able to imagine a world 
without your business in it. 

 

Insa�able Curiosity:  

 You’re dying to learn about others. 

 You want to know about both familiar and 
unfamiliar subjects. 

 You’re willing to meet as strangers but leave as 
friends. 

 
Incredible Empathy: 

 You look at things from the customer’s 
perspec�ve. 

 You put yourself in your customer’s shoes. 

 You listen and think from the other person’s 
point of view, allowing their message to become 
much clearer. 

 You’re wary of empathy fa�gue and able to reset 
yourself. 

 
Great Listening:  

 You give them fierce a�en�on. 

 You ask a ques�on and then more ques�ons. 

 You don’t defend ques�ons and instead explore 
new ones. 

 You bounce ques�ons back. 

 You fight the urge to reply before you finish 
listening. 

 
Every employee should possess these four traits, and 
you should be willing to train your team to deliver on 
these traits. When you successfully bring these four 
elements together, you are set up for success and have 
the founda�on to build and maintain strong 
rela�onships with your customers.   

Making & Keeping Customer  
Connections In A Digital Era 
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     Top 4 Security Certifications You 
Should Have In 2021 
 
GIAC Security Essentials (GSEC) 
Ideal for those who may not have an 
extensive background in IT security 
and networking but who work in an 
IT security (or similar) role and want 
a baseline certification. No 
prerequisites. Learn more at  
GIAC.org/certification/security-
essentials-gsec. 
 
(ISACA) Certified Information 
Security Manager (CISM) 
Less technical and more managerial. 
Ideal for those in IT and risk 
management roles that are not strictly 
technical. Prerequisites for 
certification include five years 
experience in information security 
(including three years as an 
information security manager). Learn 
more at ISACA.org/credentialing/
cism. 
 
(ISC)² Certified Information 
Systems Security Professional 
(CISSP) 
A high-level certification aimed at 
those with an extensive and 
knowledgeable IT security 
background. This certification is in 

very high demand by companies 
around the world. Prerequisites 
include five years experience in a 
position related to CISSP (or one year 
of experience plus a four-year 
degree). Learn more at ISC2.org/
certifications/cissp. 
 
(ISC)² Certified Cloud Security 
Professional (CCSP) 
Ideal for those experienced in IT 
security with an emphasis on cloud-
based solutions. Prerequisites for 
certification include a minimum of 
five years of full-time IT experience 
(with three years in information 
security). Learn more at ISC2.org/
certifications/ccsp.  
Infosec, Dec. 22, 2020 
 
     The Scientific Reason Your 
Employees Value Opinions Over 
Facts 
 
The research is clear: people have a 
habit of putting more value on 
opinion rather than fact. It’s because 
it’s easy! This is discussed in Daniel 
Kahneman’s best-selling book, 
Thinking, Fast And Slow, and in 
numerous research papers. Accepting 
opinions requires less thinking than 
evaluating facts.  

Data-driven companies need to take 
this into account when it comes to 
their teams. According to Kahneman, 
some people are “type 1” thinkers or 
fast thinkers, and opinions mean 
more to them. Others are “type 2” or 
slow thinkers – they take their time 
and evaluate what they hear.  
 
Michael Schrage, research fellow at 
MIT Sloan School’s Center for Digital 
Business, says you can’t just switch 
between the two types of thinking 
automatically. It’s more fundamental 
– you have to change people’s 
mindsets over time. His suggestion is 
to incentivize analytical, fact-based 
thinking and recognize employees 
who take this approach. Inc., Oct. 29, 
2015 
 
     3 Simple Yet Effective Ways To 
Boost Employee Morale 
 
1. Focus On Mental Health. Whether 
it’s your own mental health or the 
mental health of anyone on your 
team, make sure everyone has the 
time and space they need to take a 
break and refocus their energy. Make 
sure anxiety and stress are recognized 
and addressed in a positive way.  
 
2. Be With Your Team. Simply being 
present and available for everyone on 
your team goes a long way. Have 
regular one-on-one chats just to see 
how things are going and to ask if 
they need anything. When they do 
need something, do what you can to 
help (and be sure to follow up).  
 
3. Recognize Your Employees. 
Recognize their work and reward 
them. Everyone should be aware of 
the effort individuals and teams put 
into their work. At the same time, 
make sure they have ownership over 
their work and give credit where 
credit is due. Inc., Nov. 4, 2020 
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