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“As a business owner, you don’t have 
time to waste on technical and opera-
tional issues. That’s where we shine! 
Call us and put an end to your IT 

problems finally and forever!”

   Hackers don’t take a vacation, but 
they’re excited for you to take a 
summer vacation! They’re eagerly 
awaiting you and your team to 
become more relaxed about cyberse-
curity during the summer months.
   When you’re traveling, it’s far 
more likely for you to connect to an 
unsecure network or take a shortcut 
that would leave your computer and 
company more vulnerable to a cyber 
attack. When members of  your 
team are on vacation, other team 
members are covering their daily 
tasks. This means they could 
become more distracted and make a 
mistake like clicking on a link in a 
phishing email.
   Please remember this summer to 
keep cybersecurity in mind as you 
and your team travel and enjoy your 
summer activities. Hackers are just 
waiting on the sidelines for people to 
get distracted and complacent.
 

Hackers Don’t 
Take Vacation

   It’s easier than you think to 
electronically transfer your busi-
ness’s hard-earned money directly 
into a hacker’s bank account. The 
most insidious thing is that your 
business and technology don’t 
even need to be hacked! If  one of  
your vendors gets hacked, you are 
a prime target because of  your 
established relationship with that 
vendor. 

Would your team send money 
directly to cyber criminals if  your 

vendor gets hacked?
   It all depends on your financial 
department and its policies for 
vendors and bank transfers. 
Imagine this scenario. You’ve 
been working with a vendor for 10 
years and regularly interact with 
your main contact there. One day 
you get an email from that person 
asking you to update the bank 

account information where you send 
regular ACH payments. The email 
address looks the same, the tone and 
wording of  the email is the same, and 
the email signature is the same. They 
might even include something you 
have previously discussed.

Be Suspicious of Email Requests
   If  you update the banking informa-
tion for a vendor based solely on an 
email, you could be falling right into 
the hacker’s trap. The updated bank-
ing information could be a bank 
account for a cyber-criminal ring 
that’s hacked into your vendor’s email 
account. They could have been going 
through a person’s inbox, unnoticed, 
seeing all the email interactions with 
you and other companies. 
   All it would take is one carefully 
crafted email sent from an almost 
identical email account to trick you 
into voluntarily updating the 
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breaches occurred at small businesses, with half of the 

28 million small businesses across the United States 

succumbing to a digital strike. Even scarier is the fact 

that UPS Capital reports that 60% of these businesses 

shut down within six months of a breach. 

It’s a bleak reality to come to terms with if you’re a 

business owner. The truth is that it’s almost a 

statistical certainty that hackers will come for your 

data, and when they do, they’ll likely be using 

techniques nearly unrecognizable from today’s 

malicious flavor of the month. How can you possibly 

prepare for something that is constantly changing? 

The answer is sustained attention, vigilance and 

resources directed toward protecting all that you’ve 

worked so hard to build. While it may be impossible to 

foresee exactly how hackers will try to penetrate your 

business, it’s well within the means of most businesses 

to implement comprehensive security solutions to give 

your organization a fighting chance. 

It’s vital to realize that, unfortunately, security 

protocols aren’t a set-it-and-forget-it proposition. To 

respond to the evasive and increasingly sophisticated 

tools being shared throughout the enormous hacker 

community, you need an equally sophisticated and 

regularly updating security system. For nearly every 

one of the 978,000 fresh new malwares developed 

daily, there are patches and updates designed to 

address them – strategies and techniques to outsmart 

even the most devious of criminals. 

Just because you don’t have the resources of a massive 

corporation doesn’t mean you need to be low-hanging 

fruit for well-funded and highly organized cybercrime 

rings. Hackers assume that a business like yours is too 

tiny and ill-informed to prepare for even a simple 

phishing scam, and they’re usually right. But if every 

business owner put just a little more effort into 

securing their data, you can bet attacks would be 

curbed. And if every small business pledged to 

implement a professionally managed security protocol, 

we would see the frequency of these hacks diminish 

drastically. 

There’s a lot for business owners to think about during 

a year as chaotic as 2018, but your top priority should 

be the basic security of your company. Invest your time 

and resources into building a foundational blockade for 

potential threats, and you can rest assured that your 

livelihood is safe from digital collapse. 

“How can you possibly prepare  

for something that is constantly 

changing? The answer is sustained 

attention, vigilance and resources 

directed toward protecting all that 

you’ve worked so hard to build.”  
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Sure, you may chuckle at the idea that any of your employees 

would actively wish your organization harm. But we’re willing to 

guess that you probably underestimate the wrath of an employee 

scorned. Even if you treat your team better than any boss in the 

world, they are still human – which, of course, means they’re going 

to make mistakes from time to time. And when considering the 

cyber security of many SMBs, “time to time” actually means every 

day, leaving huge openings in your digital barriers. These errors 

don’t much matter, really – until the day that a hacker turns an eye 

toward your business and immediately realizes the laughable 

security gaps your team is leaving for them to exploit. 

The thing about cyber security is that it’s a lot more complicated 

than most people are willing to admit. Today’s digital landscape is 

fraught with hazards, a thousand little mistakes to be made at every 

step, resulting in a million workarounds for cyber criminals to use. 

Even the most tech-savvy among us probably don’t know 

everything about cyber security, and very few have as much 

knowledge as the hackers on the other end of the equation. When 

you consider the uncertainty and potential miseducation of your 

employees, many of whom probably know next to nothing about 

cyber security, you might start to feel a little panicked. 

The battle against digital threats can seem like an endless slog – a 

war that the good guys seem to be losing – but luckily, when it 

comes to the security of your business, there are ways to batten 

down the hatches without dropping a ton of cash. For instance, 

start with your biggest vulnerability: your team. When a new 

employee joins your organization, they should go through a 

thorough cyber security training. Their welcome forms should 

include comprehensive rules about security policies, from using 

strong passwords to how they should respond to potential 

phishing attempts. Deviating from these policies should come 

with serious consequences. 

As for your existing employees, train them up! We can help you 

build a robust education program to get every single member of 

your organization up to speed on the most imminent cyber 

security threats. But even then, cyber security isn’t a one-and-

done kind of thing; it requires constant vigilance, regular updates 

on the latest trends and a consistent overall commitment to 

protecting your livelihood. Without training and follow-up, even 

the most powerful of cyber security barriers are basically tissue 

paper, so put some thought into your team in addition to your 

protections, and you can drastically increase the safety of the 

business you’ve worked so hard to build. 

“Your biggest security 

risk isn’t some crack 

team of hackers – it’s 

your employees.” 

Claim Your FREE Copy Today at  

www.URL.com/12facts 

Continued from pg.1 

The only way to know for SURE your data can be recovered if lost, corrupted or deleted — yet 

fewer than 10% of businesses have this in place.  

7 things you should absolutely demand from any off-site backup service. 

Where many backups fail and give you a false sense of security.  

The No. 1 cause of data loss that businesses don’t even think about until their data is erased.  



Get More Free Tips, Tools and Services At: www.computer-service.com
(314) 432-1661 (MO) or (618) 346-8324 (IL)

Technology Today June 2022

legitimate bank account information to the hacker’s 
bank account. It’s most common for hackers to create 
a spoofed email account with a new domain that’s 
almost indistinguishable from the legitimate domain. 
A minor spelling variation is all it takes. For example, 
microsotf.com instead of  microsoft.com. If  you aren’t 
intentionally looking for a spelling mistake, you won’t 
notice the difference. 

Money Lost Without Knowing
   How long would it take to notice if  your team was 
unwittingly paying hackers instead of  your vendor? 
Most likely, the vendor would reach out for non-pay-
ment after a certain period. It’s not uncommon for a 
vendor to reach out after a few months. In that time, 
thousands or hundreds of  thousands of  dollars can be 
siphoned out of  your business accounts, sent directly 
to hackers. 

Making a Phone Call to Verify
   There’s a much better possibility, a simple phone 
call, that will stop the hackers in their tracks. A phone 
call verification to the contact person at your vendor to 
confirm that there is a legitimate need to update their 
bank account information. The key is to only call a 
known good and authentic phone number!  
   A hacker can easily put a fraudulent phone number 
into an email signature and impersonate the vendor 
and contact information, so it’s essential to verify the 
phone number. Only call a phone number you can 
verify is legitimate from other means! 

People Are the Biggest Cybersecurity Risk
   Hackers are experts at two things – finding vulnera-
bilities in technology and tricking people. It’s a great 
day for a hacker when they can trick a person into 
clicking a link, sharing sensitive information, or being 
lax about following recommended security protocols. 
It’s a very bad day for you and your business when this 
happens.

Every cybersecurity strategy needs to include protec-
tions for both technology and human vulnerabilities. 
   • Require cybersecurity training for your entire team 
   • Address cybersecurity risks in your day-to-day  
     operations - assuming your team WILL make a  
     mistake at some point
   • Conduct an annual cybersecurity risk assessment
   • Implement and utilize multi-layered cyber security  
      protections  
           o Make sure your business email isn’t hacked by  
              mandating two factor authentication (2FA) for  
              all email accounts – your business could have 
              its emails spoofed and you could be the      
              vendor held liable in this scenario
   • Obtain cyber liability insurance in case the worst   
      does happen

Security Strategies for Every Aspect of Business
   With intention and thought, you can implement 
policies and processes that make a hacker’s job harder. 
You can train your team to be aware of  warning signs 
of  malicious emails while also applying processes to 
double-check for human error. A perfect example of  
this safeguard is adding in a phone call whenever a 
vendor requests an update to bank account informa-
tion. It will take 5 minutes at most and save you thou-
sands of  your hard-earned dollars. 
   Many business owners think they have reasonable 
cyber security protections in place. However, they 
underestimate hacker’s innovative methods and sheer 
determination to gain access to their business email 
and technology systems. The Computerease team 
helps our clients understand and manage cyber securi-
ty risks in every aspect of  their businesses through both 
training and technology. 
   If  you need help, give us a call and we can help 
protect your business from hackers.

Get More Free Tips, Tools and Services At: www.computer-service.com

(314) 432-1661 (MO) or (618) 346-8324 (IL)

Technology Today

August 2018

Tech Chronicle 

May 2018 

Get More Free Tips, Tools and Services At Our Website:  <<Insert URL Here>> 

(XXX) XXX-XXXX 

breaches occurred at small businesses, with half of the 

28 million small businesses across the United States 

succumbing to a digital strike. Even scarier is the fact 

that UPS Capital reports that 60% of these businesses 

shut down within six months of a breach. 

It’s a bleak reality to come to terms with if you’re a 

business owner. The truth is that it’s almost a 

statistical certainty that hackers will come for your 

data, and when they do, they’ll likely be using 

techniques nearly unrecognizable from today’s 

malicious flavor of the month. How can you possibly 

prepare for something that is constantly changing? 

The answer is sustained attention, vigilance and 

resources directed toward protecting all that you’ve 

worked so hard to build. While it may be impossible to 

foresee exactly how hackers will try to penetrate your 

business, it’s well within the means of most businesses 

to implement comprehensive security solutions to give 

your organization a fighting chance. 

It’s vital to realize that, unfortunately, security 

protocols aren’t a set-it-and-forget-it proposition. To 

respond to the evasive and increasingly sophisticated 

tools being shared throughout the enormous hacker 

community, you need an equally sophisticated and 

regularly updating security system. For nearly every 

one of the 978,000 fresh new malwares developed 

daily, there are patches and updates designed to 

address them – strategies and techniques to outsmart 

even the most devious of criminals. 

Just because you don’t have the resources of a massive 

corporation doesn’t mean you need to be low-hanging 

fruit for well-funded and highly organized cybercrime 

rings. Hackers assume that a business like yours is too 

tiny and ill-informed to prepare for even a simple 

phishing scam, and they’re usually right. But if every 

business owner put just a little more effort into 

securing their data, you can bet attacks would be 

curbed. And if every small business pledged to 

implement a professionally managed security protocol, 

we would see the frequency of these hacks diminish 

drastically. 

There’s a lot for business owners to think about during 

a year as chaotic as 2018, but your top priority should 

be the basic security of your company. Invest your time 

and resources into building a foundational blockade for 

potential threats, and you can rest assured that your 

livelihood is safe from digital collapse. 

“How can you possibly prepare  

for something that is constantly 

changing? The answer is sustained 

attention, vigilance and resources 

directed toward protecting all that 

you’ve worked so hard to build.”  
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Sure, you may chuckle at the idea that any of your employees 

would actively wish your organization harm. But we’re willing to 

guess that you probably underestimate the wrath of an employee 

scorned. Even if you treat your team better than any boss in the 

world, they are still human – which, of course, means they’re going 

to make mistakes from time to time. And when considering the 

cyber security of many SMBs, “time to time” actually means every 

day, leaving huge openings in your digital barriers. These errors 

don’t much matter, really – until the day that a hacker turns an eye 

toward your business and immediately realizes the laughable 

security gaps your team is leaving for them to exploit. 

The thing about cyber security is that it’s a lot more complicated 

than most people are willing to admit. Today’s digital landscape is 

fraught with hazards, a thousand little mistakes to be made at every 

step, resulting in a million workarounds for cyber criminals to use. 

Even the most tech-savvy among us probably don’t know 

everything about cyber security, and very few have as much 

knowledge as the hackers on the other end of the equation. When 

you consider the uncertainty and potential miseducation of your 

employees, many of whom probably know next to nothing about 

cyber security, you might start to feel a little panicked. 

The battle against digital threats can seem like an endless slog – a 

war that the good guys seem to be losing – but luckily, when it 

comes to the security of your business, there are ways to batten 

down the hatches without dropping a ton of cash. For instance, 

start with your biggest vulnerability: your team. When a new 

employee joins your organization, they should go through a 

thorough cyber security training. Their welcome forms should 

include comprehensive rules about security policies, from using 

strong passwords to how they should respond to potential 

phishing attempts. Deviating from these policies should come 

with serious consequences. 

As for your existing employees, train them up! We can help you 

build a robust education program to get every single member of 

your organization up to speed on the most imminent cyber 

security threats. But even then, cyber security isn’t a one-and-

done kind of thing; it requires constant vigilance, regular updates 

on the latest trends and a consistent overall commitment to 

protecting your livelihood. Without training and follow-up, even 

the most powerful of cyber security barriers are basically tissue 

paper, so put some thought into your team in addition to your 

protections, and you can drastically increase the safety of the 

business you’ve worked so hard to build. 
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risk isn’t some crack 

team of hackers – it’s 

your employees.” 
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Client Spotlight 
Client Spotlight text article. 

Dr. Geoff Smart is chairman & founder of ghSMART, a leadership consulting firm that 
exists to help leaders amplify their positive impact on the world. Dr. Smart and his firm 
have published multiple New York Times best sellers. He stays active in his community 
and has advised many government officials.  

When first starting out in my career, I 
had a meeting with an executive where 
I worked that completely 
revolutionized how I viewed things. 
While sitting in her office, I noticed a 
small picture frame on her desk that 
had a note with the words “eat lunch” 
on it. I asked her why she had that sign, 
and she responded by saying that she’d 
become too busy to eat lunch most 
days. This scene absolutely horrified 
me. Work is not supposed to suck the 
life out of you.  

After this experience, I decided to never 
be in a similar situation, and I wanted to 
make an effort to ensure that other 
business leaders never felt like their 
work controlled every aspect of their 
lives. I developed three ways for 
business leaders to reclaim their lives. 
While doing each one will help in its 
own way, in order to truly get your life 
back, you need to do all three.  

The first thing you need to do is make 
personal goals. We’re always setting 
new goals when it comes to our 
businesses, but we also need to have 
goals for our everyday lives. These 
goals must line up with what you want 
to do when you’re away from the 
office. I know of one CEO who set a 
goal to be at home when his teenager 
was off from school at least four days a 

week. Figure out what you want to 
accomplish at home or with your 
family, and make the necessary 
changes to ensure that reality.  

Just setting goals might not be 
enough. You also need to schedule 
personal time. I called one of my 
colleagues recently, and when he 
answered, he asked a question 
about a diaper bag. I felt confused 
by this at first, but he clarified that 
he had taken the morning off to 
bring his family to the zoo since the 
kids returned to school the next day. 
Always leave time for yourself and 
your family. If somebody is trying 
to schedule your time over one of 
your personal commitments, tell 
them you are not available.  

The final way to reclaim your 
personal life is the “delete, delegate, 
delay and do” method. When you 
first get a task, just don’t do it and 
delete it. If it’s too high of a priority, 
see if you can delegate it to someone 
else. If there’s nobody to delegate to, 
see if you can delay. If that’s not 
practical, then just do it.  

If you follow these three tactics, 
you’ll see positive results in your 
personal and professional lives.  

3 Ways To Get Your Life Back 
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Shiny New Gadget 
Of The Month: 

Client Spotlight: ABC Insurance 
<<Insert story about this client and what you did for them: If you are looking for a company to take 
the headache out of your insurance needs and save you a bundle too, look no more! We were 
recently introduced to this company through a mutual client, Bob Smith of XYZ Corp. The company 
was having some problems with its network that we fixed immediately.>> Would you like your 
company highlighted here in our “Client Spotlight”? Then give us a call today at XXX-XXX-XXXX. 

NeckRelax 
Do you spend a lot of time 
hunched over your computer at 
work? Many people work on 
their computers for multiple 
hours a day and start to develop 
pain and stiffness in their necks 
because of it. While you can get a 
prescription to manage the pain 
or try to get a massage, these 
options aren’t appealing to 
everyone. NeckRelax is the 
newest neck pain relief tool on 
the market and is working 
wonders for people who are 
using it. NeckRelax offers six 
distinct massage modes and 
infrared heat and also comes 
with a set of electrode pads to 
target specific muscles. 
NeckRelax sells for $119 but often 
goes on sale on their website: 
NeckRelax.io.  

Get out of pain and take back 
your life with NeckRelax. 

Dr. Geoff Smart is the chairman and founder of ghSMART, a leadership consulting firm 
that exists to help leaders amplify their positive impact on the world. Dr. Smart and his 
firm have published multiple New York Times best sellers. He stays active in his 
community and has advised many government officials.  

Confidence is an incredibly important trait in 
the world of business. You may think that all 
of the great CEOs and entrepreneurs of the 
last few decades never lose their confidence, 
but you’d be surprised. New CEOs usually 
have impostor syndrome and struggle with 
the idea that they’re good enough for their 
role. Self-made billionaires often worry that 
their fortune will take an embarrassing hit. 
Even private equity investors look at the 
looming recession and grow concerned.  

We often find that leaders are less confident 
when they obsess about things that are out of 
their control, rather than taking action in areas 
where they have some control. The Wall Street 
Journal recently reported that externally, most 
CEOs are most worried about a recession, 
global trade and politics. Internally, they’re 
much more concerned about retaining top 
talent, dealing with disruptive technologies 
and developing the next generation of leaders. 
While it’s good to be aware of the external 
issues, it’s much more important to master the 
internal problems within your control.  

In order to fully boost your own confidence, 
you must have a high level of confidence in 
your team. If you are already confident in 

your team, keep doing what you’re doing to 
hire and develop top talent. If you aren’t 
confident in them, then you should work on 
hiring the right people. If you’ve found 
yourself in this position and you’re simply not 
confident enough in your team, there are a few 
things you can do to boost your confidence.  

Your first option is to invest your own time 
into hiring, training and developing your team 
yourself. You’ll need to set ample time aside 
so you can truly master the necessary skills to 
see the best results. Additionally, you can hire 
a company like ghSMART to do it for you. 
There are options for an immediate fix that 
will help adjust your confidence while also 
building your team’s skills.  

Confidence is not necessarily an inherent trait 
we get from our genes. We can build and 
grow our confidence skills by taking care of 
the things we can control. There will always 
be outside pressures that are out of our 
control, and there’s simply nothing we can do 
about it. Instead, focus on hiring and 
maintaining top talent, developing your 
company’s digital capabilities and training 
the next generation of leaders. You’ll see 
positive results before you know it.  

Confidence 
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     3 Big Technology Trends 
For Businesses In 2022 
 
Many of the changes brought 
forth by the pandemic are here 
to stay and may even evolve 
further. The year 2022 is 
shaping up to be a big one for 
technology, and you’ll want to 
stay informed if you plan to 
keep up with any changes in 
your business.  
 
With more people working 
remotely than ever before, 
there’s been a greater focus on 
Internet speeds and usage. 
Over the next year, we’ll 
experience an increase in 5G 
coverage as well as rapid 
development for 6G. 
Additionally, we’re likely to see 
some growth in the AI sector. 
It’s also imperative that you 
pay attention to the Metaverse 
and any impending 
developments, as the Metaverse 

has the potential to majorly 
impact a lot of industries.  
 
     Avoid These E-mail 
Marketing Tactics 
 
E-mail marketing campaigns 
are performed by almost every 
company because they’re a  
cost-effective way to reach a 
large number of potential 
customers. However, have  
you ever felt like your 
campaign was not getting  
the attention it deserves? Is  
it possible you did something 
that actually turned people 
away from your campaign? 
You’ll want to reconsider your 
approach if you’re doing any  
of the following:  
 
 Using clickbait subject lines 
 Using your e-mails only as a  

platform to sell 
 Sending too many e-mails 

too often 

 Failing to personalize any of 
your e-mails 

 Focusing on company-
related content instead of 
making it relatable 

 
     Get The Most Out Of  
Your Products 
 
When you first start a business 
or develop a product, you’re 
probably trying to figure out a 
way to maximize its value. 
Sometimes it’s not enough to 
simply create a great product or 
service. You need to inject it 
with the spirit of your 
company. When you first 
started your business, you 
should have written out some 
core values you never want to 
forget. Your products should 
also follow these values and, at 
times, be the greatest 
representation of them. 
Oftentimes, you can showcase 
this through the design of the 
product itself and its packaging. 
When someone first uses your 
product or service, it should 
look flawless and work 
perfectly. When a potential 
customer first sees your 
product and uses it, they 
should have no qualms about 
the quality or design. They 
should view your product the 
same way you ideally view it – 
like it’s the best thing since 
sliced bread. 
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